SRR 2R
Progress on Privacy and Data Security
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I. Measures to Address Data Breaches
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1.Enhancing Capabilities to Respond to Data Security Incidents
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We have established a group-wide comprehensive data security
emergency management mechanism and continues to refine the response
procedures for data security incidents. At the bank-wide level, the Data
Security Incident Emergency Response Plan of Agricultural Bank of
China has been formulated as the overarching plan for data security
incidents, setting forth overall requirements for monitoring, reporting,
handling, and drills of such incidents. At the execution level, each
department and branches developed scenario-specific contingency plans
based on the overarching plan, tailored to their respective business areas,
systems, and scenarios, thereby clarifying the emergency response

procedures and standards for each scenario.
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® Proactive measures
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We attach great importance to daily emergency drills, focusing on
frequent and easily occurring risks. Adhering to the principle of “real
drills for real practice”, it regularly conducts three types of exercises:
scenario-based drills, stress tests, and offensive-defense training. Data
security scenario drills are conducted by entering real-world situations,
where business executives, consumer protection officers, public opinion
specialists, technology personnel, and legal counsel each assume their
respective responsibilities to continuously enhance cross-departmental
and cross-institutional coordination in emergency response. Data security
stress tests are performed without predefined scenarios, advance notice,
or distinction of institutional levels; data breach leads are distributed to
emergency response agencies, requiring immediate investigation and

disposal to verify emergency response capabilities, particularly the



timeliness of reporting. Joint network and data security exercises are
carried out to identify vulnerabilities and weaknesses through offensive
and defensive combat operations, simultaneously testing emergency
response capabilities and probing for potential security loopholes.
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® In-process Monitoring
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We continue to conduct risk monitoring based on external
intelligence and internal leads, ensuring early reporting and early
handling of various abnormal situations and event risks, thereby
establishing data security situational awareness capabilities. Externally,
relying on the industry-wide joint prevention and control mechanism,
external data security threat intelligence issued by regulatory authorities,

including shared intelligence, information notifications, risk warnings,



and industry alerts, is incorporated into risk monitoring to timely identify
and detect data security risks. Furthermore, based on the network and
data security joint prevention and control framework and the regulatory
authority's situational awareness mechanism, clues regarding data
security incident risks are reported in a timely manner. Internally, the
Bank has established a data security monitoring platform to conduct
multi-channel and multi-node monitoring and early warning for risk
scenarios involving external data provision and information systems.
Monitoring of sensitive data exposure scenarios via internet channels has
been implemented, establishing a closed-loop management mechanism
for runtime and management interfaces. In information system scenarios,
large model tools are utilized to intelligently identify clues of abnormal
operational behaviors, accumulating monitoring rules to form a warning
baseline library.
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No data security incidents occurred at the Bank. Should any data
security incident occur or be discovered, the Bank will promptly and
efficiently complete information reporting in accordance with its
emergency plan, accurately assess the extent of data loss, and
immediately initiate emergency response measures. Upon the occurrence
or discovery of a data security incident, the institution involved shall
promptly report the matter to the leading task force for emergency
response to data security incidents at the Head Office (established under
the senior management of the Bank) via the most effective and
convenient means available. For incidents that meet regulatory reporting

requirements, reports must be submitted to the relevant industry



regulatory authority within two hours, followed by a written report within
24 hours. In cases involving particularly major incidents, the local public
security authorities must also be notified in a timely manner in
accordance with applicable regulations. The report shall focus on the
basic circumstances of the incident, the sensitivity level of the affected
data, the volume of data involved, and other details regarding data loss.
Furthermore, the obligation to notify customers and partners shall be
fulfilled promptly in compliance with applicable laws, regulations, or
contractual agreements. Simultaneously, emergency response measures
were promptly initiated, the root causes of the incident were thoroughly
analyzed, and actions were taken to contain the impact, prevent the
expansion of risks, effectively control the situation, and further mitigate
negative consequences. Upon conclusion of the data security incident
response, the institution involved in the incident shall summarize the
response measures, conduct a root cause analysis, improve relevant
policies, and optimize related systems, and prepare a written report within
30 days. In the event of a data security incident, such as breach,
destruction, alteration, or loss of personal customer information, we will
promptly implement effective remedial measures according to the
relevant terms of applicable contracts and agreements, as well as our
internal incident response policies, to prevent the security incident from
escalating. Affected customers will be promptly notified of the incident
details, unless otherwise exempted by applicable laws or administrative

regulations. Notifications will be delivered via email, postal mail,



telephone, and/or push notifications. Where individual notification is
impracticable, we will issue a public announcement through reasonable
and effective means. The notification will include: the categories, causes,
and potential adverse impacts of the personal information that has been or
may be subject to breach, destruction, alteration, or loss; remedial
measures already implemented and those to be undertaken; recommended
actions individuals can take to mitigate potential harm; and contact

information for our Personal Information Protection Officer.
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II.Privacy enhancing technologies and initiatives
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1.Full-lifecycle Data Security Protection for Information Systems.
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We have established the Data Security Management Measures of
Agricultural Bank of China to clarify the general requirements for the
protection of data throughout the entire lifecycle of information systems.
Additionally, we have specifically formulated the /nformation System
Data Lifecycle Protection Standards of Agricultural Bank of China, which

proposes integrated requirements balancing business management and



technical protection covering the entire data lifecycle, including
collection, storage, use, processing, transmission, provision, and
destruction.
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We have officially published the list of key information systems and
key data processing activities. For key information systems, an
assessment was conducted in accordance with the Information System
Data Lifecycle Protection Standards of Agricultural Bank of China and
comprehensive remediation plans were formulated and implemented to
address security vulnerabilities identified during the assessment. For key
data processing activities, the Guidelines for Security Management of
Key Data Processing Activities of Agricultural Bank of China stipulated
requirements of “principle-based prohibition plus unified standardized

b

management of exceptions,” completed exception assessments for key
systems, and enhanced compensatory protection measures. To support

data processing activities across the Bank's entire information system,



initiatives have been implemented to improve the automation and tooling
of pre-project requirements assessments. By leveraging large models for
intelligent 1identification of sensitive data processing activities, data
security requirements are automatically populated, providing a basis prior

to project implementation and go-live monitoring.
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II1.Scope of Employee Training on Privacy and Data Security
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1.Strengthening Cultural Development and Training
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We place great emphasis on training and education in areas such as
data security, privacy data protection, and the confidentiality of trade
secrets, and established a multi-dimensional, systematic, and professional
training system that covers all employees and third-party personnel, such
as labor dispatch workers and contractors.

BEZLF . AT THE RFHRELT L, BRFER
ELeBERBATELFEHE, RE2AF K. TIEINIE. & LA
MR FOIF M. g F7 AR, W R REZ 2 %S
EAL AT hAER I E B REL 2 EG . BEL KSR ok
HERMBEARFEK. FZT e FFAREZL2RY. JELLE
TR GBS, 2025 4, 2ATIFEBEZ2EI 500 KK, Bx



A8 40 TR WANR T

Data security training. We are committed to fostering a strong
culture of data security by integrating the requirements for data security
into routine business management. Training was conducted through
various methods, including comprehensive examinations, specialized
training sessions, online video courses, case study manuals, and on-site
guidance. The content covered data security laws and regulations,
industry standards and regulatory policies, data security cases, data
classification and grading, security management requirements and
technical protection requirements, data security protection in third-party
collaborations, and emergency response to data security incidents. In
2025, over 500 data security training sessions were organized, covering
more than 0.4 million employees.
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We place high importance on training faculty and conducted data

security training at multiple levels. We have invited key personnel from
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regulatory authorities, peer benchmarks, our Bank's management,
principal responsible person of various departments and institutions at all
levels, as well as data security experts to deliver training to employees.
The Bank places high importance on the coverage of training audiences
and conducts data security training for multiple groups. The audience
encompasses full-time and part-time employees across the entire Group
as well as third-party partners. Differentiated training was delivered to
distinct audiences: for management, the primary content focused on data
security risk cases; for business departments in key areas, control
measures for key business scenarios were introduced; for branches, the
scope of data security work and implementation pathways were explained;
for business departments involving outsourcing, data security
requirements in third-party cooperation were emphasized; and for
overseas institutions, data security management concepts and the
implementation of controls for key overseas scenarios were presented.
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Training for labor dispatch workers, contractors and other
third-party personnel. Labor dispatch workers, contractors and other
third-party personnel were included into data security training programs
to clarify accountability for violations and enhance data security
awareness. The training program covered the Data Security Management
Measures of Agricultural Bank of China, data security requirements for
outsourced operations, personal information protection, and data security
requirements in third-party cooperation. In accordance with the principle
of “whoever uses is responsible,” relevant internal institutions organized
training for outsourced service personnel, while specific clauses
regarding data security training requirements for outsourced service
suppliers were clearly stipulated through contracts and agreements with
third parties. In 2025, the head office and branch offices conducted
external audits and development testing data security training for labor
dispatch employees, covering 15,000 person-times. Additionally, training
on 53 key scenarios related to data cooperation was provided to
third-party personnel, including outsourced staff, with 120,000

participants.
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IV.Data Protection Programs Covering Suppliers and Business
Partners
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1.Third-Party Data and Privacy Security Management
® MENE=TRBHKENZLEE
® Strengthen the security management of data obtained from third

parties
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We formulated the Administrative Measures for External
Information Services of Agricultural Bank of China, established and
implemented a centralized approval mechanism for the procurement of
external data and the introduction of cooperation. To strengthen the
security control of external data introduction, the External Data Service
Management Guidelines of Agricultural Bank of China was issued. A

closed-loop management mechanism has been established for
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requirement collection, security assessment, data access, operations and
maintenance management, registration and filing, risk control, and
supervision and evaluation. Additionally, external data procurement and
cooperation have been incorporated into the outsourcing risk management
system. The Bank strengthens full-process data security control by taking
projects as the focal point. Prior to project initiation, assessments are
conducted with a focus on verifying source compliance, obtaining
personal customer authorization and consent, evaluating the data
provider's security assurance capabilities and potential risks, and defining
data security responsibilities through agreements. During project
execution, continuous monitoring is performed to ensure that contractual
terms and security protection measures are effectively implemented.
Post-project, supervisory evaluations are carried out, and projects
yielding results below expectations or harboring hidden risks are subject
to exit. The Bank has established an integrated external data platform for
its head office and branches. This platform supports the 'parameterized'
ingestion of data across various types, formats, and volumes, as well as
the configurable management of operational quality monitoring and
pricing/fee calculation. It provides external data support for more than 50
applications across the entire bank.
o FAWMM. HERTHE.
@ Strictly prohibiting the renting, or selling the Bank's data.
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The Bank strictly complies with laws, regulations, and relevant
regulatory requirements, keeps confidential customer information
obtained in the course of business, takes effective management or
technical measures to strengthen data protection, and uses data obtained
in the course of work in accordance with the law. Under no circumstances
shall the Bank's data be rented or sold to any other institution or
individual other than the Bank.
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® Strict management of the data provided to third parties
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Through the Data Security Management Measures of Agricultural
Bank of China, we have established data security management
requirements for all third-party institutions engaging in data cooperation,
including data subject consent, the principle of minimization, contractual
constraints, and performance supervision. For all scenarios involving the
provision of data to third parties in data cooperation, the Guidelines for

Data Export Security Management of Agricultural Bank of China have
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been formulated, which clarifies the process of data security assessment,
review and approval mechanism, and requires the conduct of risk analysis
and the formulation of protective measures.
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For key third-party cooperation business scenarios such as
outsourced card production, outsourced litigation, and smart scenarios,
operational work specifications shall be established. The scope of data
provision shall be customized to the minimum required for each scenario,
data security clauses in contracts and agreements shall be unified, and
targeted protective measures shall be detailed. Where the provision of
data to third parties involves sensitive data or personal customer
information, a data security assessment and review shall be conducted.
Third-party cooperation projects shall be managed via a list system; for
those included in the list, warning and disposal mechanisms shall be
established based on the data security monitoring platform.
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We have established a data security monitoring platform to monitor
and control third-party data collaborations. Internet channels have been
incorporated into the runtime monitoring scope. Data content provided by
the Bank to third-party institutions and sensitive information involved are
identified at the granularity of application programming interfaces.
Warning rules have been established to detect risks associated with actual
data outflows during third-party data collaborations and to enable timely
disposal.

o E=FREFEAENKEZLALHE
® Data security risk investigation regarding third-party data cooperation
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We place high importance on risk screening for third-party data
cooperation. Annually, it conducts assessments and screenings of key risk

clues through a combination of on-site and off-site methods and promotes
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the rectification and improvement of high-risk issues. The Bank
conducted a focused investigation into scenarios involving data entrusted
processing, such as outsourced card issuance and outsourced litigation,
joint data processing, such as collaborative modeling, and data custody or
storage with third parties outside the Bank. This review assessed data
security controls throughout the entire lifecycle of the Bank’s third-party
data collaboration projects, covering pre-engagement, active engagement,
and post-engagement phases. Prior to the activity, focus is placed on the
necessity and feasibility of data processing activities, potential risks and
supporting security protection measures, and management of the data
cooperation list; during the activity, attention is given to issues identified
through monitoring of data security risks; and after the activity, emphasis
is placed on the supervision of contract fulfillment. For identified risks
and hidden dangers, rectification measures shall be formulated in light of
business characteristics and risk features. A ledger for inspection and
rectification work shall be established to ensure comprehensive
improvement through the integration of similar issues, optimization of
policies and mechanisms, strengthening of technical prevention and
control, and centralized management of third-party data interaction

models.

18



	一、应对数据泄露的措施
	I.Measures to Address Data Breaches
	二、隐私增强技术与举措
	Ⅱ.Privacy enhancing technologies and initiatives
	三、员工隐私和数据安全培训范围
	III.Scope of Employee Training on Privacy and Data
	四、数据保护措施覆盖供应商和商业伙伴
	IV.Data Protection Programs Covering Suppliers and
	1.第三方数据及隐私安全管理
	1.Third-Party Data and Privacy Security Management

