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Key Points of Data Security and Customer
Information Protection Management Policy of
Agricultural Bank of China
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Agricultural Bank of China Limited (“the Bank™) attaches
great importance to data security and has established a data
protection mechanism covering the data life cycle. Based on the
Data Security Law of the People's Republic of China and other
laws, the Rules on Data Security of Banking and Insurance
Institutions and other regulations, the Basic System of Data
Governance of Agricultural Bank of China and other rules of the
Bank, the Bank developed the Measures for Data Security

Management to implement the responsibility system for data
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security, and issued supporting basic management standards for
general protection, security assessment and emergency response,
as well as special rules on cross-border data transfers, office
devices, and information systems, to prevent and contain data
security risks in key areas, safeguarding the bottom line of data
security.
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In order to strengthen the protection and management of
customer information and ensure the security of customer
information, the Bank developed the Measures of the
Agricultural Bank of China for the Protection and Management
of Customer Information based on the Cybersecurity Law of the
People's Republic of China, the Law of the People's Republic of
China on the Protection of Consumer Rights and Interests, the
Personal Information Protection Law of the People's Republic
of China, the Implementation Measures of the People's Bank of
China for the Protection of Financial Consumer Rights and
other laws and regulations as well as relevant regulatory

requirements.
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I. Scope of Application
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The data security management covers all business lines of
domestic entities at all levels and all overseas entities and
subsidiaries.
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The Measures of the Agricultural Bank of China on

Customer Information Protection is applicable to all domestic

entities of the Bank.
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I1. General Principles
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1. The Bank's data security management adheres to the
following strategies and principles.
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(1) Collaborative management. The Bank has formed a

collaborative management mechanism where the lead
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department oversees overall coordination, line institutions
ensure implementation, and the *“three lines of defense”
supervision, with business-technology integration driving
synergistic progress. Data security is incorporated into routine
risk management, fostering a comprehensive data security
framework with  widespread participation and shared
responsibility.
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(2) Focus on key areas. The management concentrates on
key categories of data, and critical matters such as outbound
data transfers, information systems, and office devices. The
Bank strengthens the implementation of protective measures to
prevent large-scale data breaches.
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(3) Technology-driven prevention. The Bank prioritizes a
combination of human and technological defenses, promotes the
innovative application of data security technologies, enforces
closed-loop management of data within systems, and advocates

for data utilization without storage or exposure, enforcing
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mandatory compliance with management requirements through
technical measures.
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(4) Sustainable development. The Bank strives to balance
data security and promotion of data application and
development, strictly adhering to laws, regulations, and
standards on data protection, while supporting extensive and in-
depth application of data.
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2. The Bank's customer information protection adheres to
the following policies and principles:
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(1) The processing of personal customer information shall

comply with the principles of legality, legitimacy, necessity and
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good faith, and shall not be conducted through misleading,
fraudulent, or coercive means; following the principle of
openness and transparency, the Bank discloses the rules of
personal customer information processing before handling
relevant business for customers, and clearly explains the
purpose, method and scope of information usage. Personal
customer information shall be processed only for clear and
reasonable purposes, in a directly relevant manner that has the
minimum impact on personal rights and interests. The
processing of personal customer information shall ensure the
quality of personal customer information and avoid adverse
impact on personal rights and interests by use of inaccurate and
incomplete personal customer information.
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(2) The collection of corporate customer information shall
comply with the principles of legality, legitimacy, necessity and
good faith, and must be conducted based on the requirements of
laws, administrative regulations and business needs. The
collection and usage rules shall be publicly disclosed, corporate
customers must be clearly informed of the purpose, method and

scope of information collection and usage, and prior consent and
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authorization shall be obtained from corporate customers.
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I1l. Management Structure
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The Bank has established a data security governance
"matrix" covering the Board of Directors, senior management,
entities at all levels and departments. The Board of Directors
and senior management perform their duties related to data
security management in accordance with regulatory provisions
and the Bank's policies, regularly listen to reports on data

security and make major decisions and arrangements. Following

7



the principle of “comprehensive coverage in both horizontal and
vertical dimensions", the Bank has established a data security
management "matrix", implementing a tiered accountability
system vertically and a business line-based management system
horizontally. Each department of the Head Office is responsible
for the data security management of its own business line and
organizes the implementation of data security management
requirements and technical protection specifications. The
leading department of each special field is responsible for
promoting the implementation of data security management
requirements in the special field. The Group continues to
strengthen the integrated management for data security. All
overseas entities and subsidiaries have established their data
security management mechanism, and set up special
departments or designated personnel to take charge of data
security. The Head Office holds work meetings on data security
for overseas entities and subsidiaries to promote the

implementation of data security management requirements.
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(1) Personal Information
MEFER, REATEANMANEPRES @, R
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Personal customer information refers to personal
information processed by the Bank in the process of providing
products and services for personal customers and conducting its
operations, including all types of information related to
identified or identifiable natural persons recorded in electronic
or other forms, and excluding information that has been
anonymized.

(Z) SRNMARER

(I1) Sensitive Personal Information
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Sensitive personal information refers to personal customer
information that, once disclosed or illegally used, is likely to
cause infringement of the human dignity of a natural person or
harm to the personal and property safety, including biometric
information, religious belief, specific identity, medical records,
financial account, and location or travel history data, as well as

personal information of minors under the age of 14.
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V. Collection of Customer Information
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1. The Bank shall collect customer information under the
principles of legality, legitimacy, necessity and good faith,
within the minimum scope necessary to achieve the purpose of
processing, and based on the requirements of laws,
administrative regulations and business needs; and shall not
collect information that is not directly related to the business or
the services provided, nor obtain information in an improper
manner.
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2. Before processing personal customer information, the
Bank shall inform the customer in a prominent and easily
understandable format, ensuring the disclosed information is
truthful, accurate, and complete.

3. AMTHREEF FEEFKATREMAN, HRKEEE
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3. When collecting customer information, the Bank shall
disclose the collection rules, clearly inform the customer of the
purpose, method, scope and retention period, as well as the
possible consequences of agreeing to the collection of
information, and obtain the prior consent of the customer. For
personal customer information, explicit consent shall be
obtained prior to collection; and for sensitive personal
information, separate explicit consent shall be obtained prior to
collection, and the necessity of processing sensitive personal
information and the impact on personal rights and interests shall
be communicated.

4 MAGREHUAEEWN, REFAFMLENNAE R
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4. For any changes in the purpose and method of
information processing or type of personal information
processed, personal consent shall be obtained again. Before
collecting personal information of minors under the age of 14,
the consent of their parents or other legal guardians shall be

obtained.
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V1. Use of Customer Information
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When using customer information, the Bank shall comply
with the purpose of collecting the information and shall not
exceed the scope of use authorized by the customer; strictly
abide by laws and regulations and relevant supervisory
requirements, maintains confidentiality of customer information
obtained in the course of business, take effective measures to
strengthen the protection of customer information, use customer
information obtained in work in compliance with laws, and not
sell customer information or otherwise illegally use the
information in any form. Particularly for personal customer
information, processing shall be based on clear and reasonable
purposes, in a directly relevant manner that has the minimum

impact on personal rights and interests.
1. AfTEAZEFERE, KGR EZELWEMN,

12



HABRE P BN ERGE; BEXENEE RS, XM
AGUREMAZIBNEF L, BB ERE XA
LB R EA

1. The Bank's use of customer information shall comply
with the purpose of collecting the information and shall not
exceed the scope of use authorized by the customer; customer
information obtained through access to credit investigation
system, payment system and other systems shall be used in strict
accordance with relevant regulations or agreed purposes.

2. KATR =M A Z P FRBERFE - a I RS,
NG B Al B oy BT R |45

2. The Bank provides customers with high-quality products
or services in compliance with laws and regulations, and the
purposes of personal information collection and use may
include:

(1) e~ @RS, HFARHZTE @RS
e, UORAl RIEEF S, wH. FE. LE, K
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(1) In providing and improving financial products or
services, the Bank uses customer information to identify, verify,
approve, manage, process, perform, or fulfil customer
requirements or authorizations.

(2) BIATHANTE, aFFHRLEEAN. B4
AR EMNETHEEERSE, UARERNIEEE
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(2) The Bank uses customer information to fulfil its
compliance responsibilities, including meeting regulatory
compliance, tax compliance and other regulatory requirements,
and reporting to relevant authorities in accordance with
domestic and foreign laws and regulations or regulatory
requirements (including those on money laundering, terrorist
financing, bribery, corruption, tax evasion, and fraud).

(3) ERTRBSRMFHE, KPR EARTHREE
BARMEEFPNARRELBEFPWINMAER. EEF
EHR A, KTHELREEZFPHEXNMARGRE, EX
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WEWE . BAT R kA ] B R S A SR I R MR
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(3) During the period when the Bank provides financial
services, the customer consents to the Bank processing their
personal information in compliance with legal requirements and
contractual agreements. Upon service termination, the Bank
shall cease collecting the customer's personal information, but
may continue to use the previously collected personal
information for business data archiving, audits, regulatory
investigations, compliance with anti-money laundering and

sanctions regulations, as required by laws and regulations.
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(4) In order to improve products or service experience, or
to prevent risks, the Bank may aggregate, analyze, and process
service usage data, but such information will not contain any
identification information.

(5) % P 5 56 H ARAT & 8 5~ oo BUR -89 15 JU S
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(5) To inform customers of their usage of the Bank's
financial products or services or further inform them of the
Bank's services, the Bank may send service status notifications
and commercial information about the relevant products or
services.

(6) BNE R EELFHET H&,

(6) The Bank also uses customer information for other
purposes authorized by customers or permitted by laws.

3. A RAMTAITHETFTERENMME R EEER, b
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3. The Bank's employees shall strictly comply with laws,

regulations and relevant supervisory requirements, maintains
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confidentiality of customer information obtained in the course of
business, take effective measures to strengthen the protection of
customer information, and use customer information obtained in
work in compliance with laws, and shall not engage in the
following acts in any form:
(LD HEEFEE.
(1) Sell customer information.
(2) MAATLUS AN RN AFE = FRBEEF
R, BEAZFPHAEBEERLYEHLFALE P AAFHR
MK B E B, UREEENAEE ] 78 AR
S
(2) Provide customer information to third parties outside
the Bank, such as other institutions or individuals, except where
such disclosure is necessary for processing the customer's
related business transactions and has been authorized in writing
or explicitly consented to by the customer, or otherwise
stipulated by laws and regulations or regulatory authorities.
(3) MATALKARBATIA RMEEF R,
(3) Disclose customer information to unrelated persons
within or outside the Bank.
(4) mEMATHE. TTERATERTEE N
EF 1R,
(4) Inquire of other employees about or access customer

information outside the scope of their job responsibilities.
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(5) Disclose customer information in business promotions,
interviews and other activities without customer permission.

(6) BHBEREIAREEWNEEEAE PR, WL
$FE, AFRHEFRAENTCEEANAGEN, TH
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(6) Use customer information beyond the scope agreed by
the customer. Where it is necessary to use personal information
beyond the scope agreed by the customer for business
transactions, the consent of the customer shall be obtained
again.

(7) Bt ke ZE P ERNAT A

(7) Other illegal use of customer information.

t. EPERWFME

VI1I. Retention of Customer Information
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The Bank shall properly keep customer information, and
retain the account data and transaction flow for the period
specified by national archival management and electronic data
management regulations. Where return is not required according
to the relevant agreements, the customer information shall be
destroyed in a timely manner after the expiration of the retention
period, in compliance with laws, regulations, and supervisory
requirements, especially ensuring that the storage period of
personal customer information is kept to the minimum necessary
extent. The destruction process shall be monitored in accordance
with relevant regulations, and shall not be placed, discarded or
sold as scrap at will.

WEFPEEEMAY RIEEH KGR AENTER Z7E
o, ERFE®REETEERKEKFYEHETRE RN,
KEERFERERRES

If the customer iInformation relates to suspicious
transactions under anti-money laundering investigation, which
has not been completed by the expiration of the minimum
retention period, it shall be kept until the anti-money laundering

investigation is completed.
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VI11. Protection of Customer Information

(=) HFEEXRGEERKRRER

(1) Development of Rules and Risk Management System
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1. The Bank shall take measures in line with the national

archives management and electronic data management
regulations to prevent data breach, damage, loss or tampering. In
the event of or where there is a possibility of leakage, damage,
loss or tampering of customer information, the Bank shall take
remedial measures immediately, timely inform the user, and
reported to the relevant authority in accordance with the
regulations. Entities at all levels and departments shall regularly
check the effectiveness of data security management, collect,
analyze, and assess the monitoring information in a timely

manner through regular network information security
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monitoring, to timely detect potential threats to customer
information security. When employees find threats to customer
information security, they shall report to their department head
in a timely manner.

2. AT HMITEN Y FERARELEF ERAH
EENG, BEREAGERERZNARER, WREFfE
ROBETANEZIARARERESR, ATURBTHEMEHS
TR EIL R,

2. The business department of the Bank shall establish a
tiered management mechanism of customer information for the
business information system to achieve system control through
technical prevention measures. The operations involving
customer information shall be traceable in the system, and be
recorded in the operation log.

3. RATHELBKELRATFHENF, ERAEFRE KL
FEBFERN S E A, IR KE T ERETRATZ WG
e, EETRUFEZ 2V, NELATZETNEE.
M. HERFET IR ® &,

3. The Bank established a data security assessment
mechanism, under which, the Bank conducts data security
assessment in advance when processing business activities
involving data classified as sensitive or higher, or carrying out
activities that have a significant impact on data subjects, and

legal, technology, consumer protection and other professional
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departments of the Bank review the key scenarios.

() BAGFENRAER

(11) Technical Protection and Emergency Management
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1. The Bank incorporated data security into the
comprehensive risk management system, and established
management processes for data security risk assessment,
monitoring, resolution and reporting in accordance with the
requirements of comprehensive risk management, to effectively
prevent and resolve data security risks. The Bank established a
division of responsibilities and coordination mechanism for data
security risk monitoring, and all departments carry out risk
monitoring in an orderly manner according to their respective
responsibilities to actively prevent and resolve data security
risks.

2. RATRE MBS BELL2FHEN. FlE (KiE
ZEBMHNRATZE), AREH s KRR E, HELER
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2. The Bank continues to strengthen its ability to respond to
data security incidents. The Bank formulated the Emergency
Plan for Data Security Incidents, which outlines incident
classification and grading standards, reporting and handling
procedures, division of responsibilities, and accountability
mechanism; developed the Data Security Emergency Drill Plan,
to simulate key scenarios, and regularly carry out bank-wide
data security emergency drills to ensure the efficiency and
effectiveness of emergency response facilities.

3. AMTRMKEGHE LN EEHE M, N2THE 40 7
BN Ko E L mBER ME RS (Lum DLP), #F&TT
RBRBEEREE, GRS NEmBEZLTEMLHE,
R E R EENF

3. The Bank has strengthened its proactive data leakage
prevention measures, deployed terminal data leakage prevention
system (“terminal DLP”’) on more than 400,000 office terminals
across the Bank, and continued to conduct sensitive data
governance. The Bank formulated relevant policies for data
security management of office terminals and a routine control
mechanism.

4 AATMBEH I mBENE 22T HE, Bk NITEA
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K. BEHRETH, RELZENZEE, REE. TA
M
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4. The Technology Department of the Bank strengthened
cybersecurity management, to guard against internal and
external technical threats, including external cyberattacks,
hacker theft, mass data theft from databases, data tampering, and
data blackmail, and to ensure the integrity, confidentiality and
availability of data.

(=) AREEER

(111) Personnel Management and Training

1L RATERAT. &3 TR A TEFP E RPN H.
MNFeAAT AR R T AZN, RE R IEFEERFE
RAFTERIR, BEET (EFPBREFAES). PR
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1. Entities at all levels and departments of the Bank have
strengthened education and training of employees on customer
information protection obligations, risks and rules of conduct, to
improve employees' awareness and sense of responsibility for
customer information protection. The Bank ensures that
employees sign the Letter of Commitment on Customer
Information Protection. For personnel in positions involving
customer information, the following labor contract management
and personnel training measures are implemented:

(1) £ 5% 5 & B F 0 8 20 = R & 3 A TR E X
& X 57 51 & FL T M o
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(1) Confidentiality clauses shall be clearly stipulated in the
labor contract or confidentiality agreement shall be signed as an
annex to the labor contract.

(2) BHEMR 7T o6 B, KA RATE AL
IRBEHLERTAEMENEFEEAEREEREZ S
RIPER, FTBERZ 2R ERHAT TIERE,

(2) When an employee leaves their position or the labor
contract is terminated, the employee's unit or department shall
put forward information security protection requirements based
on the nature of the position and the content of customer
information they have accessed, and arrange work handover in
strict accordance with the security protection requirements.

(3) Feha RS RERI. REAE T T EFILIRE
R, BRI DA EEHE KA HFAT.

(3) Where the labor contract, confidentiality agreement or
confidentiality commitment involves non-compete clauses, the
relevant provisions of the Labor Contract Law shall apply.

(4) BEELP-—RBERRERE. TREAREERX
TE, NEFERAEKRELELWEXARTREEF R
ZeHtWHEINMEE, BREXAAARFZEZEEE AL,

(4) The Bank shall carry out professional training and
assessment on customer information security for relevant
personnel in customer information processing positions at least

once a year or in case of major changes in relevant laws and
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administrative regulations to ensure that these personnel are
proficient in relevant procedures.

(5) MmEsaEmHFAREE, MAERE A RHATL
ENEH. hE, FEARERBEIERSFHEF FEE
(=

(5) The Bank shall strengthen the management of
outsourcing service personnel by providing necessary briefings
and supervision, to ensure they are aware of their customer
information protection responsibilities in the provision of
outsourcing services.

2. AT AW RAHEZLTENMER, BRFEHE
Zew VTR, EVEFLALBNFRETTHREL S
RE, BHAKRIFEZTEE), WEBEZHELLE
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TRENZEFHAIE), AREEEHRESHEE.

2. The Bank continuously improves its data security
management team, integrates data security into business
management, set up special data security courses in business
line training, and provide ongoing training to all employees,
covering data security laws and regulations, the Bank's internal

rules and policies, and operation processes under key scenarios.
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The training is organized through various methods such as
recorded courses, special training sessions, short videos, and
knowledge testing. In addition to internal employees, the Bank
also provide security education or training for service providers
and outsourcing personnel involved in cooperations, and
requires service providers to conduct necessary security
education or training for their service team members to ensure
the effective implementation of control measures.
(W) #Fit5E®

(1V) Audit and Supervision

AR ETNIAGCRABEENEFEE, THRE
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The Bank regularly conducts audits of the Bank's personal
information processing activities for their compliance with laws
and administrative regulations, incorporates data security into
the audit system, and conducts regular audits. The Bank also
engages an external auditor to conduct a comprehensive audit
and assessment of the Bank's IT governance and management

system.
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IX. Third Party Data and Privacy Security

Management
(=) FPHREENE=-FTRHENEFER

(1) Strengthen Management of Customer Information
Provided to Third Parties

1L RATME=ZFREZ AN EERENANEF EREW
NEEWMAETA ., ARTHRETH, NIAHMAEK
PEMBRITWENEERL., AT, LKEHW. &
BRAMNMABEEHME, FREMAZFPFNEMER.
Flet, AR FAR G EEERTELRLEEWN,
NEGFAMNMACENHREFREANLENMNAZFELR.
ERARERANAEIN., LEBEFXW, NYEHE
MAEFRE,

1. The Bank and the third-party processors independently
determine the purpose and method of processing personal
customer information. When acting as the provider, the Bank
shall inform the personal customer of the recipient's name,
contact information, processing purpose, processing method and
type of the information, and obtain the customer's separate
consent. Meanwhile, the Bank shall agree with the recipient on
the above processing purpose, processing method and type of
personal information and supervise the recipient to process the

information within such scope. For any changes by the recipient
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in the agreed-upon purpose and method of processing, the
consent of the personal customer shall be obtained again.

2. TR, AT EL S 618, BiFF NI
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2. When outsourcing activities, collaborating with external
parties and hiring intermediaries to provide services, if a third
party is involved in processing personal customer information,
the Bank shall fully review and evaluate the ability of the third
party to protect personal customer information, specify the
responsibilities and obligations of both parties in protecting
personal customer information in the business cooperation
agreement or confidentiality agreement in accordance with laws,
regulations and policies, take necessary measures to monitor the
performance of the above duties and obligations by third parties,
and accurately record and store the processing of personal
customer information in cooperation with third parties.

3. R uEE ], WAL S E KA ALK HAE AAT I
HHFUNMMBEREATRBET EIANAZEF GRS, RiZ
REgEl., BEARRATHERGAEARZIAT. MAE
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3. Where public security, procuratorial and legal
departments, regulatory authorities, or external audit institutions
require the Bank to provide materials involving personal
customer information, the Bank shall comply with laws and
regulations, supervisory requirements and relevant policies of
the Bank. Cross-border provision of personal customer
information shall also be handled in accordance with relevant
rules.

4. TUHFFFERBE =T REBGEEEN, K172
BEREFRE, WEAMAGREW, SHEF BV T LK.
BRAATX, KEHW., ®REHAR. LEFX ARG EH
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4. Where sensitive data need to be provided to a third party
in business, the Bank shall obtain the consent of the customer.
Where personal information is involved, the Bank shall inform
the customer of the recipient's name, contact information,
processing purpose, retention period, processing method and
type of personal information, and obtain the customer's separate
consent; take necessary management and technical measures to

ensure the security of the implementation process; agree with
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the third party in the form of contract or agreement on the
purpose and scope of data provision, data retention period, and
data responsibilities and obligations.

5. T ZHAEBF = FAEHREUEN, 2LeEHH
WEFTAERF=FARLEHRAEEN., HR. LEF A
BERE. PABREME. RIF#EHR. XL FTEAFTIHR
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ZAFRAIMBEEN T AE, BRARERTEE, 3
EHAREZRAM TR ELE AR ZTHE, T
"I, Y%, WAKE, HFXREMYXQELEL
RE A RSB AR U A . EEFEER, XE=
FHRBRBENHATHE

5. For the processing of sensitive data entrusted to a third
party, a contract or agreement will be signed with the third party
to specify the purpose, period, method, data scope, type of
personal information, protective measures, reporting of
significant matters by the entrusted party, data security
responsibilities, obligations and rights of the entrusted party and
the entrusted party, as well as the way for the entrusted party to
return or delete data. Without the consent of the Bank, the third
party shall not subcontract the data processing to other entities,
or share data with other parties, and shall not process, train,
misuse the data, or handle the data in other forms to seek

benefits beyond what is agreed on in the contract or agreement.
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The Banks shall also supervise the third party's data processing
activities during cooperation.

6. RATTREEWNE = FRRHERE, NHEXT=E LK
FEGEHE, AR AN ARELETL2EHEITERT,
AABERTLS L. FEFHANGRE, ALE=FINWY
EH. oRPNAREHCLILE,

6. The Bank strictly controls the provision of data to third
parties, and has implemented list-based management for
relevant scenarios, and formulated and issued the Guidelines on
Security Management of Data Outbound Transfers, which
outlines the process of data security assessment, review and
approval mechanism, and puts forward requirements on the
management of third-party institutions, contract and agreement
constraints and emergency response procedures for events.

7. AT E=FMmhEEE., B eF. HINFE
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7. The Bank strengthens the supervision and management

of third parties, by establishing legal constraints on the data
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processing activities of third-party institutions through contracts
and agreements, which specify the data ownership, processing
purpose, method, scope, and the rights and obligations of both
parties; carrying out inspection, monitoring and other
supervisory activities for third-party institutions, and conducting
on-site inspection and evaluation on third-party institutions for
entrusted processing projects. Where the products or services of
the third-party institutions fail to meet the data security
management and responsibility requirements, the responsible
department shall urge them to rectify the issues in a timely
manner, and if necessary, terminate the cooperation.
(Z) MEAF=ZFTRABEFERNEE

(1) Strengthen management of Customer Information
Obtained from Third Parties

1L AT EF=ZFHEARRNTALEF FEHALEE 1yt
WEFA, NEEF=FARLEGNRFNFLE, m~A
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1. The Bank and the third party shall jointly determine the
purpose and method of processing personal customer
information, agree on their respective rights and obligations, and
clearly inform the personal customer and obtain the customer's
consent and authorization.

2. ZHAEBERAEF, REAZRELAFRE L E
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2. During the entrusted processing, the entrusted party shall
process the personal customer information according to the
processing purpose and method determined by the entrusting
party, and shall not independently determine the processing
purpose and method of the personal customer information.
Whether acting as the entrusting party or the entrusted party, the
Bank shall agree with the third party on the purpose, period,
processing method, type of personal information, protective
measures, rights and obligations of both parties, and shall also
supervise the performance of the third party in processing
personal customer information, to ensure no deviation from the
agreed processing purpose and method. If the entrustment
contract is invalid, ineffective, cancelled or terminated, the
entrusted party shall return the personal customer information to
the entrusting party or delete it, and may not retain it.

WRRHEERNE =T AEREAEGRERALEN
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If it is known or found that the third party fails to process the
personal customer information in accordance with the
requirements of the entrustment contract, or fails to effectively
fulfill the responsibility of personal customer information
protection, the Bank shall immediately require the third party to
stop relevant actions, and take effective remedial measures (such
as changing passwords, revoking permissions, and
disconnecting network connections) to control or eliminate the
security risks faced by the personal customer information. When
necessary, the Bank shall terminate the business relationship
with the third party and require the third party to delete the
personal customer information obtained from the Bank in a
timely manner.

(Z) BERE=ZFRFIMAZFER

(111) Supervise Third Parties' Protection of Personal
Customer Information
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1. For personal information processing activities that have
a significant impact on the rights and interests of personal
customers, such as processing sensitive personal customer
information, making automated decisions using personal
customer information, entrusting the processing of personal
customer information, providing personal customer information
to third parties, disclosing personal customer information, and
providing personal customer information to overseas parties,
entities at all levels and departments shall carry out pre-
processing personal information protection impact assessment.
The assessment should include but is not limited to the legality,
legitimacy and necessity of the purpose and method of personal
information processing, the impact on personal rights and
interests and security risks, and the legality, legitimacy and
compatibility with the degree of risk of the protective measures
taken. Personal information protection impact assessment
reports and processing records shall be kept for at least three

years.
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2. Departments involved in external cooperation (including
outsourcing business) shall incorporate the performance of
confidentiality responsibilities of partners into the scope of
supervision and inspection, ensure the implementation of
information security management measures by partners, and
urge them to rectify issues identified in a timely and effective
manner.

(H) BRELEHREKERBREII A SEHEE
JaREDSt

(1V) Provide Customer Information to External Parties
Only under Statutory Circumstances or with Authorization
Obtained in Accordance with the Law

1L MATUSNNEMIE R MAFE = TRBEEF
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1. The Bank shall not provide customer information to third
parties such as external institutions or individuals, except when
it is necessary for handling the customer's business transactions
and has been authorized in writing or separately agreed upon by
the customer, or when there are other provisions in laws,

regulations and supervisory requirements.
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2. In principle, the Bank's corporate customer information
does not include information obtained through public channels,
unless otherwise stipulated by laws and regulations or otherwise
agreed in the contract. When publicly available information
involves scenarios such as being disclosed through illegal
channels, infringing on the significant interests of customers, or
being explicitly refused for use by the customer, such
information shall be managed as non-public information.

3. MAGBERMNESFRATHE, BRREZZEAN
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3. In principle, personal information shall not be publicly
disclosed, except when required by laws and regulations or
supervisory requirements, or prior explicit consent or

authorization have been obtained from the personal customer.
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X. Customer's Right to Control its Personal

Information
(—) ZEFEAK

(1) Right to Access
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Personal customers have the right to access and copy their
personal information from the Bank, and entities at all levels of
the Bank shall provide such information in a timely manner,
except for circumstances where laws and administrative
regulations require confidentiality or do not require disclosure.
Where a personal customer finds their personal information is
Inaccurate or incomplete, they have the right to request the Bank
to correct or supplement it. The Bank's entities at all levels shall

verify their personal information obtained, correct and
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supplement it in a timely manner. In the event of the death of a
personal customer, their close relatives may, for their own
legitimate and proper interests, exercise the rights of viewing,
copying, correcting, and deleting the relevant personal
information of the deceased, unless the deceased had made other
arrangements before their death. Where a personal customer
requests to transfer their personal information to a designated
personal information processor, and the conditions specified by
the national cyberspace administration are met, the Bank shall
be responsible for providing the means for transfer.
(=) EEX

(I1) Right to Rectification
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Customers can modify and update their personal
information through online banking, and mobile banking app, or
submit modification requests through the Bank's business outlets
and the customer service hotline (95599).

(=) MBRK

(111) Right to Delete
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PR & 2
The personal customer information management system is
the core system of the Bank for the centralized management and
storage of basic personal customer information, which provides
various services for the Bank's systems on basic personal
customer information, including query and usage, storage,
modification, deletion and backup.
MMM AEFERER %éﬁié’ﬂm Ro BFERAERGER
MR AR REERMB AL MAEFERESR,
THRRGHRE ﬁﬁﬁﬁ]jﬁﬁﬁ%@%i%ufmmﬂﬂﬂ[‘lf\éﬁﬂjnmf
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KemI L LMEFHAE DA LSO, Fet M
fREY, % B P S A
To delete information from the personal customer
information management system: When a customer requests to
delete some personal customer information elements in a system
or channel with information deletion authority, the relevant
system or channel's responsible department shall respond after
clearly informing the customer of the impact of the deletion. If
the information to be deleted is required by laws and
administrative regulations such as anti-money laundering to be
retained by financial institutions or is necessary for ongoing
business transactions, and cannot be deleted for the time being,

this shall be clearly communicated to the customer.
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If customers request to delete all their information retained
by the Bank through a system or channel with information
deletion authority, the system or channel's responsible
department shall respond after the customers cancel all product
contracts and relationships with the Bank. If there are specific
retention periods required by laws, administrative regulations
(such as anti-money laundering regulations), these should be
clearly communicated to the customer, and the information shall
be deleted upon the expiration of the retention period. The
information delayed in deletion shall conform to the principle of
minimum necessity, and other information can be deleted
promptly.

REMREHE, "ANEFEREERFZARMALE
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After the expiration of the retention period, the personal
customer information management system initiates the internal
deletion and cleaning of personal customer information, unless

otherwise stipulated by laws and administrative regulations.
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(1V) Right to Withdrawal of Consent
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Where a personal customer withdraws their consent related
to the processing of personal information, the Bank shall
provide convenient methods for withdrawing their consent,
including application at an outlet counter, through customer
service hotline, or via mobile banking or online banking. to the
Bank shall not refuse to provide products or services because a
personal customer does not agree with the processing of their
personal information or withdraws their consent, except where
the processing of personal information is necessary for the

provision of products or services.
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Agricultural Bank of China will periodically revise or
update relevant policies based on national policies, regulatory

requirements, industry development and internal operational

needs.
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