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中国农业银行数据安全与客户信息保护管理政策

要点

Key Points of Data Security and Customer
Information Protection Management Policy of

Agricultural Bank of China

中国农业银行（简称“本行”）高度重视数据安全保护，

建立覆盖数据全生命周期的数据安全保护机制。根据《中

华人民共和国数据安全法》等法律法规、《银行保险机构数

据安全管理办法》等监管规定、《中国农业银行股份有限公

司数据治理基本制度》等本行规章，制定《数据安全管理

办法》，夯实数据安全责任制，配套制定通用保护、安全评

估、事件应急等基础管理类规范，同步发布数据出行出境、

办公终端、信息系统等重点专项类规范，防控重点领域数

据安全风险，切实筑牢数据安全底线。

Agricultural Bank of China Limited ("the Bank") attaches

great importance to data security and has established a data

protection mechanism covering the data life cycle. Based on the

Data Security Law of the People's Republic of China and other

laws, the Rules on Data Security of Banking and Insurance

Institutions and other regulations, the Basic System of Data

Governance of Agricultural Bank of China and other rules of the

Bank, the Bank developed the Measures for Data Security

Management to implement the responsibility system for data
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security, and issued supporting basic management standards for

general protection, security assessment and emergency response,

as well as special rules on cross-border data transfers, office

devices, and information systems, to prevent and contain data

security risks in key areas, safeguarding the bottom line of data

security.

为加强本行客户信息保护管理，确保客户信息安全，

根据《中华人民共和国网络安全法》、《中华人民共和国消

费者权益保护法》、《中华人民共和国个人信息保护法》、

《中国人民银行金融消费者权益保护实施办法》等法律法

规以及相关监管要求，制定《中国农业银行客户信息保护

管理办法》。

In order to strengthen the protection and management of

customer information and ensure the security of customer

information, the Bank developed the Measures of the

Agricultural Bank of China for the Protection and Management

of Customer Information based on the Cybersecurity Law of the

People's Republic of China, the Law of the People's Republic of

China on the Protection of Consumer Rights and Interests, the

Personal Information Protection Law of the People's Republic

of China, the Implementation Measures of the People's Bank of

China for the Protection of Financial Consumer Rights and

other laws and regulations as well as relevant regulatory

requirements.
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一、适用范围

I. Scope of Application

数据安全管理范围覆盖境内各级机构全部业务线及各

境外机构和子公司。

The data security management covers all business lines of

domestic entities at all levels and all overseas entities and

subsidiaries.

《中国农业银行客户信息保护管理办法》适用于本行

境内各级机构。

The Measures of the Agricultural Bank of China on

Customer Information Protection is applicable to all domestic

entities of the Bank.

二、总体原则

II. General Principles

1. 本行数据安全管理遵循以下策略和原则。

1. The Bank's data security management adheres to the

following strategies and principles.

（1）齐抓共管。本行形成牵头部门抓统筹、条线机构

抓落实、“三道防线”抓监督以及业技融合、协同推进的工作

合力。将数据安全纳入日常风险管理，构建人人参与、齐

抓共管的数据安全大格局。

(1) Collaborative management. The Bank has formed a

collaborative management mechanism where the lead
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department oversees overall coordination, line institutions

ensure implementation, and the “three lines of defense”

supervision, with business-technology integration driving

synergistic progress. Data security is incorporated into routine

risk management, fostering a comprehensive data security

framework with widespread participation and shared

responsibility.

（2）重点突出。聚焦重点类别数据，紧盯数据出行出

境、信息系统、办公终端等重点事项，强化保护措施落实，

严防数据批量泄露风险。

(2) Focus on key areas. The management concentrates on

key categories of data, and critical matters such as outbound

data transfers, information systems, and office devices. The

Bank strengthens the implementation of protective measures to

prevent large-scale data breaches.

（3）技防优先。坚持人防和技防相结合，开展数据安

全技术创新应用，强化数据在系统内的闭环管理，提倡数

据不落地、可用不可见，运用技术手段实现管理要求的刚

性约束。

(3) Technology-driven prevention. The Bank prioritizes a

combination of human and technological defenses, promotes the

innovative application of data security technologies, enforces

closed-loop management of data within systems, and advocates

for data utilization without storage or exposure, enforcing
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mandatory compliance with management requirements through

technical measures.

（4）促进发展。坚持维护数据安全与促进数据开发利

用并重，严格依据法规制度和标准规范开展数据安全保护，

保障数据的广泛深入应用。

(4) Sustainable development. The Bank strives to balance

data security and promotion of data application and

development, strictly adhering to laws, regulations, and

standards on data protection, while supporting extensive and in-

depth application of data.

2. 本行客户信息保护遵循以下策略和原则：

2. The Bank's customer information protection adheres to

the following policies and principles:

（1）处理个人客户信息应当遵循合法、正当、必要和

诚信原则，不得通过误导、欺诈、胁迫等方式处理个人客

户信息；应当遵循公开、透明原则，在为客户办理相关业

务前公开个人客户信息处理规则，明示处理的目的、方式

和范围。处理个人客户信息应当具有明确、合理的目的，

并应当与处理目的直接相关，采取对个人权益影响最小的

方式。处理个人客户信息应当保证个人客户信息的质量，

避免因个人客户信息不准确、不完整对个人权益造成不利

影响。

(1) The processing of personal customer information shall

comply with the principles of legality, legitimacy, necessity and
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good faith, and shall not be conducted through misleading,

fraudulent, or coercive means; following the principle of

openness and transparency, the Bank discloses the rules of

personal customer information processing before handling

relevant business for customers, and clearly explains the

purpose, method and scope of information usage. Personal

customer information shall be processed only for clear and

reasonable purposes, in a directly relevant manner that has the

minimum impact on personal rights and interests. The

processing of personal customer information shall ensure the

quality of personal customer information and avoid adverse

impact on personal rights and interests by use of inaccurate and

incomplete personal customer information.

（2）收集对公客户信息应遵循合法、正当、必要、诚

信原则，按照法律、行政法规要求和业务需求收集，公开

收集、使用规则，向对公客户明示信息收集、使用的目的、

方式、范围并取得对公客户同意和授权。

(2) The collection of corporate customer information shall

comply with the principles of legality, legitimacy, necessity and

good faith, and must be conducted based on the requirements of

laws, administrative regulations and business needs. The

collection and usage rules shall be publicly disclosed, corporate

customers must be clearly informed of the purpose, method and

scope of information collection and usage, and prior consent and
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authorization shall be obtained from corporate customers.

三、管理架构

III. Management Structure

本行建立覆盖董事会、高级管理层、各级机构、各部

门的“矩阵式”数据安全治理架构，董事会及高级管理层根据

监管规定和本行规章履行数据安全管理相关职责，定期听

取数据安全情况汇报并做出重大决策部署。按照“横到边、

纵到底”的原则，本行建立“矩阵式”数据安全管理体系，纵

向实行层级负责制，横向实行条线管理制。总行各部门负

责本条线数据安全管理工作，组织落实数据安全管理要求

和技术保护规范。专项领域牵头部门负责在其专项领域推

动落实数据安全管理要求。持续强化数据安全集团一体化

管理，各境外机构和各子公司均已建立数据安全管理机制，

由专门机构或专人负责数据安全工作，总行召开覆盖境外

机构、子公司的数据安全工作会议，推动落实数据安全管

理要求。

The Bank has established a data security governance

"matrix" covering the Board of Directors, senior management,

entities at all levels and departments. The Board of Directors

and senior management perform their duties related to data

security management in accordance with regulatory provisions

and the Bank's policies, regularly listen to reports on data

security and make major decisions and arrangements. Following
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the principle of "comprehensive coverage in both horizontal and

vertical dimensions", the Bank has established a data security

management "matrix", implementing a tiered accountability

system vertically and a business line-based management system

horizontally. Each department of the Head Office is responsible

for the data security management of its own business line and

organizes the implementation of data security management

requirements and technical protection specifications. The

leading department of each special field is responsible for

promoting the implementation of data security management

requirements in the special field. The Group continues to

strengthen the integrated management for data security. All

overseas entities and subsidiaries have established their data

security management mechanism, and set up special

departments or designated personnel to take charge of data

security. The Head Office holds work meetings on data security

for overseas entities and subsidiaries to promote the

implementation of data security management requirements.

四、关键定义

IV. Key Definitions

（一） 个人信息

(I) Personal Information

个人客户信息，是指本行在为个人客户提供产品、服
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务以及经营管理过程中处理的个人信息，即以电子或者其

他方式记录的与已识别或者可识别的自然人有关的各种信

息，不包括匿名化处理后的信息。

Personal customer information refers to personal

information processed by the Bank in the process of providing

products and services for personal customers and conducting its

operations, including all types of information related to

identified or identifiable natural persons recorded in electronic

or other forms, and excluding information that has been

anonymized.

（二） 敏感个人信息

(II) Sensitive Personal Information

敏感个人信息，是指一旦泄露或者非法使用，容易导

致自然人的人格尊严受到侵害或者人身、财产安全受到危

害的个人客户信息，包括生物识别、宗教信仰、特定身份、

医疗健康、金融账户、行踪轨迹等信息，以及不满十四周

岁未成年人的个人信息。

Sensitive personal information refers to personal customer

information that, once disclosed or illegally used, is likely to

cause infringement of the human dignity of a natural person or

harm to the personal and property safety, including biometric

information, religious belief, specific identity, medical records,

financial account, and location or travel history data, as well as

personal information of minors under the age of 14.
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五、客户信息的收集

V. Collection of Customer Information

1. 本行收集客户信息将遵循合法、正当、必要、诚信

原则，在限于实现处理目的的最小范围内，按照法律、行

政法规要求和业务需要收集客户信息，不收集与业务或所

提供服务不直接相关的信息，不采取不正当方式收集客户

信息。

1. The Bank shall collect customer information under the

principles of legality, legitimacy, necessity and good faith,

within the minimum scope necessary to achieve the purpose of

processing, and based on the requirements of laws,

administrative regulations and business needs; and shall not

collect information that is not directly related to the business or

the services provided, nor obtain information in an improper

manner.

2. 在处理个人客户信息前，本行将以显著方式、清晰

易懂的语言真实、准确、完整地向个人客户告知。

2. Before processing personal customer information, the

Bank shall inform the customer in a prominent and easily

understandable format, ensuring the disclosed information is

truthful, accurate, and complete.

3. 本行收集客户信息将公开收集规则，明示收集信息

的目的、方式、范围、保存期限以及同意收集信息的可能

后果，并经被收集者同意。个人客户信息在收集前须获得
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其明示同意，敏感个人信息在收集前须获得其单独明示同

意并告知处理敏感个人信息的必要性及对个人权益的影响。

3. When collecting customer information, the Bank shall

disclose the collection rules, clearly inform the customer of the

purpose, method, scope and retention period, as well as the

possible consequences of agreeing to the collection of

information, and obtain the prior consent of the customer. For

personal customer information, explicit consent shall be

obtained prior to collection; and for sensitive personal

information, separate explicit consent shall be obtained prior to

collection, and the necessity of processing sensitive personal

information and the impact on personal rights and interests shall

be communicated.

4. 个人信息的处理目的、处理方式和处理的个人信息

种类发生变更的，将重新取得个人同意。收集不满十四周

岁未成年人个人信息前，将取得未成年人的父母或者其他

监护人的同意。

4. For any changes in the purpose and method of

information processing or type of personal information

processed, personal consent shall be obtained again. Before

collecting personal information of minors under the age of 14,

the consent of their parents or other legal guardians shall be

obtained.
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六、客户信息的使用

VI. Use of Customer Information

本行使用客户信息时，将符合收集该信息的目的，且

不超过客户授权的使用范围；严格遵守法律法规和相关管

监管要求，对业务过程中知悉的客户信息予以保密，采取

有效措施加强对客户信息的保护，依法使用工作中获取的

客户信息，不得以任何形式出售客户信息等其他违法使用

客户信息的行为。尤其对于个人客户信息，处理应当具有

明确、合理的目的，并应当与处理目的直接相关，采取对

个人权益影响最小的方式。

When using customer information, the Bank shall comply

with the purpose of collecting the information and shall not

exceed the scope of use authorized by the customer; strictly

abide by laws and regulations and relevant supervisory

requirements, maintains confidentiality of customer information

obtained in the course of business, take effective measures to

strengthen the protection of customer information, use customer

information obtained in work in compliance with laws, and not

sell customer information or otherwise illegally use the

information in any form. Particularly for personal customer

information, processing shall be based on clear and reasonable

purposes, in a directly relevant manner that has the minimum

impact on personal rights and interests.

1. 本行使用客户信息时，将符合收集该信息的目的，
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且不超过客户授权的使用范围；通过接入征信系统、支付

系统以及其他系统获取的客户信息，将严格按照有关规定

或约定的用途使用。

1. The Bank's use of customer information shall comply

with the purpose of collecting the information and shall not

exceed the scope of use authorized by the customer; customer

information obtained through access to credit investigation

system, payment system and other systems shall be used in strict

accordance with relevant regulations or agreed purposes.

2. 本行依法合规的为客户提供优质的产品或服务，个

人信息收集和使用目的具体可能包括：

2. The Bank provides customers with high-quality products

or services in compliance with laws and regulations, and the

purposes of personal information collection and use may

include:

（1）提供金融产品或服务，并为改进这些产品或服务

时使用，以识别、验证客户身份，审批、管理、处理、执

行或实现客户要求或授权的交易。

(1) In providing and improving financial products or

services, the Bank uses customer information to identify, verify,

approve, manage, process, perform, or fulfil customer

requirements or authorizations.

（2）履行本行的合规责任，包括满足监管合规、税务

合规及其他须遵守的监管要求等，以及根据境内外法律法
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规或监管要求向相关部门进行报告（包括洗钱、恐怖主义

融资、贿赂、贪污、逃税、欺诈等）。

(2) The Bank uses customer information to fulfil its

compliance responsibilities, including meeting regulatory

compliance, tax compliance and other regulatory requirements,

and reporting to relevant authorities in accordance with

domestic and foreign laws and regulations or regulatory

requirements (including those on money laundering, terrorist

financing, bribery, corruption, tax evasion, and fraud).

（3）在本行提供金融服务期间，客户同意本行按照法

律规定和与客户的约定持续处理客户的个人信息。在客户

注销服务时，本行将停止收集客户相关的个人信息，但本

行会根据法律法规及监管要求，在业务资料归档、审计、

监管协查、履行反洗钱和制裁规定等领域继续使用此前收

集的客户相关个人信息。

(3) During the period when the Bank provides financial

services, the customer consents to the Bank processing their

personal information in compliance with legal requirements and

contractual agreements. Upon service termination, the Bank

shall cease collecting the customer's personal information, but

may continue to use the previously collected personal

information for business data archiving, audits, regulatory

investigations, compliance with anti-money laundering and

sanctions regulations, as required by laws and regulations.



15

（4）为提升产品或服务体验，或为防范风险，会对服

务使用情况进行汇总、统计分析、加工，但这些信息不会

包含任何身份识别信息。

(4) In order to improve products or service experience, or

to prevent risks, the Bank may aggregate, analyze, and process

service usage data, but such information will not contain any

identification information.

（5）使客户知悉使用本行金融产品或服务的情况或使

客户进一步了解本行服务，可能会向客户发送服务状态通

知以及相关产品或服务的商业性信息。

(5) To inform customers of their usage of the Bank's

financial products or services or further inform them of the

Bank's services, the Bank may send service status notifications

and commercial information about the relevant products or

services.

（6）授权同意的以及法律允许的其它用途。

(6) The Bank also uses customer information for other

purposes authorized by customers or permitted by laws.

3. 本行员工严格遵守法律法规和相关监管要求，对业

务过程中知悉的客户信息予以保密，采取有效措施加强对

客户信息的保护，依法使用工作中获取的客户信息，不得

以任何形式进行以下行为:

3. The Bank's employees shall strictly comply with laws,

regulations and relevant supervisory requirements, maintains
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confidentiality of customer information obtained in the course of

business, take effective measures to strengthen the protection of

customer information, and use customer information obtained in

work in compliance with laws, and shall not engage in the

following acts in any form:

（1）出售客户信息。

(1) Sell customer information.

（2）向本行以外的其他机构或个人等第三方提供客户

信息，但为客户办理相关业务所必需并经客户本人书面授

权或单独同意的，以及法律法规和监管部门另有规定的除

外。

(2) Provide customer information to third parties outside

the Bank, such as other institutions or individuals, except where

such disclosure is necessary for processing the customer's

related business transactions and has been authorized in writing

or explicitly consented to by the customer, or otherwise

stipulated by laws and regulations or regulatory authorities.

（3）向行内无关人员或行外人员泄露客户信息。

(3) Disclose customer information to unrelated persons

within or outside the Bank.

（4）向其他员工窥探、打听非本人工作职责范围内的

客户信息。

(4) Inquire of other employees about or access customer

information outside the scope of their job responsibilities.
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（5）未经客户许可在业务宣传、接受采访等活动中公

开客户信息。

(5) Disclose customer information in business promotions,

interviews and other activities without customer permission.

（6）超出信息主体同意的范围使用客户信息。如因业

务需要，确需超出客户同意的范围使用个人信息的，须再

次征得信息主体的同意。

(6) Use customer information beyond the scope agreed by

the customer. Where it is necessary to use personal information

beyond the scope agreed by the customer for business

transactions, the consent of the customer shall be obtained

again.

（7）其他违法使用客户信息的行为。

(7) Other illegal use of customer information.

七、客户信息的存储

VII. Retention of Customer Information

本行将妥善保管客户信息，开销户资料、交易流水等

按照国家档案管理和电子数据管理规定期限保管。根据相

关协议约定不需要退还的，在符合法律法规和监管规定的

情况下，客户信息资料在保存期满后应当及时销毁，尤其

是个人客户信息的存储期限应维持在最小必要限度内。销

毁过程应按照相关规定全流程监控，不得随意放置、丢弃

或作为废品销售。
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The Bank shall properly keep customer information, and

retain the account data and transaction flow for the period

specified by national archival management and electronic data

management regulations. Where return is not required according

to the relevant agreements, the customer information shall be

destroyed in a timely manner after the expiration of the retention

period, in compliance with laws, regulations, and supervisory

requirements, especially ensuring that the storage period of

personal customer information is kept to the minimum necessary

extent. The destruction process shall be monitored in accordance

with relevant regulations, and shall not be placed, discarded or

sold as scrap at will.

如客户信息资料涉及正在被反洗钱调查的可疑交易活

动，且反洗钱调查工作在最低保存期届满时仍未结束的，

将其保存至反洗钱调查结束。

If the customer information relates to suspicious

transactions under anti-money laundering investigation, which

has not been completed by the expiration of the minimum

retention period, it shall be kept until the anti-money laundering

investigation is completed.
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八、客户信息的保护

VIII. Protection of Customer Information

（一） 制度与风险管理体系建设

(I) Development of Rules and Risk Management System

1. 本行将采取符合国家档案管理和电子数据管理规定

的措施，防止信息泄露、毁损、遗失或篡改。在发生或者

可能发生客户信息泄露、毁损、遗失或篡改等情况时，应

当立即采取补救措施，按照规定及时告知用户并向有关主

管部门报告。各级行、各部门应对数据安全管理的有效性

进行定期检查，并通过定期的网络信息安全监测，及时收

集、分析、研判监测信息，及时发现潜在的客户信息安全

威胁。各部门员工在发现客户信息安全威胁时，将及时向

部门负责人报告。

1. The Bank shall take measures in line with the national

archives management and electronic data management

regulations to prevent data breach, damage, loss or tampering. In

the event of or where there is a possibility of leakage, damage,

loss or tampering of customer information, the Bank shall take

remedial measures immediately, timely inform the user, and

reported to the relevant authority in accordance with the

regulations. Entities at all levels and departments shall regularly

check the effectiveness of data security management, collect,

analyze, and assess the monitoring information in a timely

manner through regular network information security
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monitoring, to timely detect potential threats to customer

information security. When employees find threats to customer

information security, they shall report to their department head

in a timely manner.

2. 本行业务部门应对业务信息系统建立客户信息分级

管理机制，通过技术防控措施实现系统控制，涉及客户信

息的操作行为应实现系统留痕控制，并可以通过操作日志

查询操作记录。

2. The business department of the Bank shall establish a

tiered management mechanism of customer information for the

business information system to achieve system control through

technical prevention measures. The operations involving

customer information shall be traceable in the system, and be

recorded in the operation log.

3. 本行建立数据安全评估机制，要求处理敏感级及以

上数据的业务活动时，或开展对数据主体有较大影响的活

动时，事先开展数据安全评估，对重点场景由行内法律、

科技、消保等专业部门开展审查。

3. The Bank established a data security assessment

mechanism, under which, the Bank conducts data security

assessment in advance when processing business activities

involving data classified as sensitive or higher, or carrying out

activities that have a significant impact on data subjects, and

legal, technology, consumer protection and other professional
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departments of the Bank review the key scenarios.

（二） 技术防护与应急管理

(II) Technical Protection and Emergency Management

1. 本行将数据安全纳入全面风险管理体系，按照全面

风险管理要求，建立数据安全风险评估、监测、处置、报

告的管理流程，有效防范和处置数据安全风险；建立数据

安全风险监测的分工负责、协调联动机制，各类部门按职

责分工有序开展风险监测，积极防范和处置数据安全风险。

1. The Bank incorporated data security into the

comprehensive risk management system, and established

management processes for data security risk assessment,

monitoring, resolution and reporting in accordance with the

requirements of comprehensive risk management, to effectively

prevent and resolve data security risks. The Bank established a

division of responsibilities and coordination mechanism for data

security risk monitoring, and all departments carry out risk

monitoring in an orderly manner according to their respective

responsibilities to actively prevent and resolve data security

risks.

2. 本行持续加强应对数据安全事件能力。制定《数据

安全事件应急预案》，明确事件分类定级标准，报告处置流

程及分工、责任追究机制等。制定《数据安全应急演练方

案》，模拟重点场景，定期开展全行数据安全应急演练，确

保应急处置设施的效率和效果。
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2. The Bank continues to strengthen its ability to respond to

data security incidents. The Bank formulated the Emergency

Plan for Data Security Incidents, which outlines incident

classification and grading standards, reporting and handling

procedures, division of responsibilities, and accountability

mechanism; developed the Data Security Emergency Drill Plan,

to simulate key scenarios, and regularly carry out bank-wide

data security emergency drills to ensure the efficiency and

effectiveness of emergency response facilities.

3. 本行强化数据防泄露主动管控措施，对全行超 40 万

台办公终端部署终端数据防泄露系统（终端 DLP），持续开

展敏感数据整治。制定办公终端数据安全管理相关制度，

形成常态管控机制。

3. The Bank has strengthened its proactive data leakage

prevention measures, deployed terminal data leakage prevention

system (“terminal DLP”) on more than 400,000 office terminals

across the Bank, and continued to conduct sensitive data

governance. The Bank formulated relevant policies for data

security management of office terminals and a routine control

mechanism.

4. 本行科技部门加强网络安全管理，防范内外部技术

威胁，抵御外部网络攻击、黑客窃取、数据拖库、数据篡

改、数据勒索等行为，保障数据的完整性、保密性、可用

性。
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4. The Technology Department of the Bank strengthened

cybersecurity management, to guard against internal and

external technical threats, including external cyberattacks,

hacker theft, mass data theft from databases, data tampering, and

data blackmail, and to ensure the integrity, confidentiality and

availability of data.

（三） 人员管理与培训

(III) Personnel Management and Training

1. 本行各级行、各部门加强对员工客户信息保护义务、

风险和行为规则的教育和培训，提高员工客户信息保护意

识和责任意识，落实签订《客户信息保护承诺书》。对涉及

客户信息的岗位人员，做好以下劳动合同管理及人员培训

工作：

1. Entities at all levels and departments of the Bank have

strengthened education and training of employees on customer

information protection obligations, risks and rules of conduct, to

improve employees' awareness and sense of responsibility for

customer information protection. The Bank ensures that

employees sign the Letter of Commitment on Customer

Information Protection. For personnel in positions involving

customer information, the following labor contract management

and personnel training measures are implemented:

（1）在劳动合同中明确约定保密条款或签订保密协议

作为劳动合同的附件。
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(1) Confidentiality clauses shall be clearly stipulated in the

labor contract or confidentiality agreement shall be signed as an

annex to the labor contract.

（2）离岗或解除劳动合同时，要求人员所在单位或部

门根据岗位性质和所接触到的客户信息内容提出信息安全

保护要求，并严格按照安全保护要求进行工作交接。

(2) When an employee leaves their position or the labor

contract is terminated, the employee's unit or department shall

put forward information security protection requirements based

on the nature of the position and the content of customer

information they have accessed, and arrange work handover in

strict accordance with the security protection requirements.

（3）劳动合同或保密协议、保密承诺中涉及竞业限制

条款的，按照劳动合同法的有关规定执行。

(3) Where the labor contract, confidentiality agreement or

confidentiality commitment involves non-compete clauses, the

relevant provisions of the Labor Contract Law shall apply.

（4）每年至少一次或在有关法律、行政法规发生重大

变化时，对客户信息处理岗位上的相关人员开展客户信息

安全专业化培训和考核，确保相关人员熟练掌握相关规程。

(4) The Bank shall carry out professional training and

assessment on customer information security for relevant

personnel in customer information processing positions at least

once a year or in case of major changes in relevant laws and
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administrative regulations to ensure that these personnel are

proficient in relevant procedures.

（5）加强外包服务人员管理，对外包服务人员进行必

要的宣讲、监督，使其知晓在提供外包服务中的客户信息

保护责任。

(5) The Bank shall strengthen the management of

outsourcing service personnel by providing necessary briefings

and supervision, to ensure they are aware of their customer

information protection responsibilities in the provision of

outsourcing services.

2. 本行不断提升数据安全管理队伍建设，坚持将数据

安全融入业务管理，在业务条线培训中设置专项数据安全

课程，面向全体员工持续开展培训，内容覆盖数据安全法

律法规、行内规章制度、重点场景操作流程等，通过录制

课程、专题培训、制作短视频、知识测试等方式组织开展。

除行内员工外，本行对合作中涉及的服务商和外包人员进

行安全教育或培训，同时要求服务商对其服务团队成员进

行必要的安全教育或培训，确保管控措施能够有效落实。

2. The Bank continuously improves its data security

management team, integrates data security into business

management, set up special data security courses in business

line training, and provide ongoing training to all employees,

covering data security laws and regulations, the Bank's internal

rules and policies, and operation processes under key scenarios.
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The training is organized through various methods such as

recorded courses, special training sessions, short videos, and

knowledge testing. In addition to internal employees, the Bank

also provide security education or training for service providers

and outsourcing personnel involved in cooperations, and

requires service providers to conduct necessary security

education or training for their service team members to ensure

the effective implementation of control measures.

（四） 审计与监督

(IV) Audit and Supervision

本行定期对全行个人信息处理活动遵守法律、行政法

规执行情况进行合规审计，并将数据安全纳入审计体系，

定期开展审计；聘请外部审计机构对本行信息科技治理和

管理体系开展全面审计与评估。

The Bank regularly conducts audits of the Bank's personal

information processing activities for their compliance with laws

and administrative regulations, incorporates data security into

the audit system, and conducts regular audits. The Bank also

engages an external auditor to conduct a comprehensive audit

and assessment of the Bank's IT governance and management

system.
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九、第三方数据及隐私安全管理

IX. Third Party Data and Privacy Security

Management

（一） 严格管理向第三方提供的客户信息

(I) Strengthen Management of Customer Information

Provided to Third Parties

1. 本行和第三方处理者分别自主决定个人客户信息的

处理目的和处理方式。当本行为提供方时，应当向个人客

户告知接收方的名称或者姓名、联系方式、处理目的、处

理方式和个人信息的种类，并取得个人客户的单独同意。

同时，还须与接收方约定并监督接收方在上述处理目的、

处理方式和个人信息的种类等范围内处理个人客户信息。

接收方变更原先的处理目的、处理方式的，应当重新取得

个人客户同意。

1. The Bank and the third-party processors independently

determine the purpose and method of processing personal

customer information. When acting as the provider, the Bank

shall inform the personal customer of the recipient's name,

contact information, processing purpose, processing method and

type of the information, and obtain the customer's separate

consent. Meanwhile, the Bank shall agree with the recipient on

the above processing purpose, processing method and type of

personal information and supervise the recipient to process the

information within such scope. For any changes by the recipient
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in the agreed-upon purpose and method of processing, the

consent of the personal customer shall be obtained again.

2. 开展外包活动、对外开展业务合作、聘请中介机构

提供服务时，涉及与第三方合作处理个人客户信息的，应

充分审查、评估第三方保护个人客户信息的能力，并根据

法律法规和制度规定在业务合作协议或保密协议中具体明

确双方在保护个人客户信息方面的职责和义务，并采取必

要措施监督第三方履行上述职责和义务，还应准确记录和

储存与第三方合作处理个人客户信息的情况。

2. When outsourcing activities, collaborating with external

parties and hiring intermediaries to provide services, if a third

party is involved in processing personal customer information,

the Bank shall fully review and evaluate the ability of the third

party to protect personal customer information, specify the

responsibilities and obligations of both parties in protecting

personal customer information in the business cooperation

agreement or confidentiality agreement in accordance with laws,

regulations and policies, take necessary measures to monitor the

performance of the above duties and obligations by third parties,

and accurately record and store the processing of personal

customer information in cooperation with third parties.

3. 公检法部门、监管机构等国家有权机关或者本行外

部审计机构要求本行提供涉及个人客户信息材料的，应按

照法律法规、监管规定及本行相关制度规定执行。个人客
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户信息跨境提供，还需按照相关规定办理。

3. Where public security, procuratorial and legal

departments, regulatory authorities, or external audit institutions

require the Bank to provide materials involving personal

customer information, the Bank shall comply with laws and

regulations, supervisory requirements and relevant policies of

the Bank. Cross-border provision of personal customer

information shall also be handled in accordance with relevant

rules.

4. 对于业务中需要向第三方提供敏感数据的，本行会

取得客户同意，涉及个人信息的，告知客户接收方的名称、

联系方式、处理目的、保存期限、处理方式和个人信息的

种类，并取得个人的单独同意；采取必要的管理和技术手

段，确保实施过程安全；并与第三方机构以合同协议等方

式约定数据提供的目的、范围、接收方数据留存时限、明

确数据责任与义务。

4. Where sensitive data need to be provided to a third party

in business, the Bank shall obtain the consent of the customer.

Where personal information is involved, the Bank shall inform

the customer of the recipient's name, contact information,

processing purpose, retention period, processing method and

type of personal information, and obtain the customer's separate

consent; take necessary management and technical measures to

ensure the security of the implementation process; agree with
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the third party in the form of contract or agreement on the

purpose and scope of data provision, data retention period, and

data responsibilities and obligations.

5. 对于委托处理第三方处理敏感数据的，会以合同协

议签方式与第三方约定委托处理目的、期限、处理方式、

数据范围、个人信息种类、保护措施、受托方重大事项报

告、委托方和受托方的数据安全责任、义务和权利，以及

受托方返还或删除数据的方式等，要求未经本行同意，第

三方不得转委托其他主体处理数据,不得对外共享数据，不

得加工、训练、挪用数据，或者采取其他形式处理数据以

谋取合同或协议约定以外的利益。在合作过程中，对第三

方数据处理活动进行监督。

5. For the processing of sensitive data entrusted to a third

party, a contract or agreement will be signed with the third party

to specify the purpose, period, method, data scope, type of

personal information, protective measures, reporting of

significant matters by the entrusted party, data security

responsibilities, obligations and rights of the entrusted party and

the entrusted party, as well as the way for the entrusted party to

return or delete data. Without the consent of the Bank, the third

party shall not subcontract the data processing to other entities,

or share data with other parties, and shall not process, train,

misuse the data, or handle the data in other forms to seek

benefits beyond what is agreed on in the contract or agreement.
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The Banks shall also supervise the third party's data processing

activities during cooperation.

6. 本行严格管控向第三方提供数据，对相关场景实施

清单制管理，并制定发布《数据出行安全管理工作指引》，

明确数据安全评估、审查审批机制流程，规范第三方机构

管理、合同协议约束和事件应急处置。

6. The Bank strictly controls the provision of data to third

parties, and has implemented list-based management for

relevant scenarios, and formulated and issued the Guidelines on

Security Management of Data Outbound Transfers, which

outlines the process of data security assessment, review and

approval mechanism, and puts forward requirements on the

management of third-party institutions, contract and agreement

constraints and emergency response procedures for events.

7. 本行强化对第三方的监督管理。通过合同、协议等

方式，建立对第三方机构数据处理行为的法律约束机制，

与第三方机构约定数据归属、处理目的、方式、范围以及

各自的权利和义务等。对第三方机构开展检查、监测等监

督工作，委托处理类项目需对第三方机构进行现场检查评

估。发现第三方机构的产品或服务没有落实数据安全管理

要求和责任的，主办部门应督促其及时整改，必要时停止

合作。

7. The Bank strengthens the supervision and management

of third parties, by establishing legal constraints on the data
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processing activities of third-party institutions through contracts

and agreements, which specify the data ownership, processing

purpose, method, scope, and the rights and obligations of both

parties; carrying out inspection, monitoring and other

supervisory activities for third-party institutions, and conducting

on-site inspection and evaluation on third-party institutions for

entrusted processing projects. Where the products or services of

the third-party institutions fail to meet the data security

management and responsibility requirements, the responsible

department shall urge them to rectify the issues in a timely

manner, and if necessary, terminate the cooperation.

（二） 加强从第三方获取客户信息的管理

(II) Strengthen management of Customer Information

Obtained from Third Parties

1. 本行与第三方共同决定个人客户信息的处理目的和

处理方式，应当与第三方约定各自的权利和义务，向个人

客户明确告知并取得其同意授权。

1. The Bank and the third party shall jointly determine the

purpose and method of processing personal customer

information, agree on their respective rights and obligations, and

clearly inform the personal customer and obtain the customer's

consent and authorization.

2. 委托处理过程中，受托人按照委托人所决定的处理

目的和处理方式来处理个人客户信息，并不自主决定个人
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客户信息的处理目的和处理方式。本行无论作为委托人还

是受托人，均须与第三方约定委托处理的目的、期限、处

理方式、个人信息的种类、保护措施以及双方的权利和义

务等，同时还须监督第三方处理个人客户信息的履约情况，

不得超出约定的处理目的、处理方式等。委托合同不生效、

无效、被撤销或者终止的，受托人应当将个人客户信息返

还委托人或者予以删除，不得保留。

2. During the entrusted processing, the entrusted party shall

process the personal customer information according to the

processing purpose and method determined by the entrusting

party, and shall not independently determine the processing

purpose and method of the personal customer information.

Whether acting as the entrusting party or the entrusted party, the

Bank shall agree with the third party on the purpose, period,

processing method, type of personal information, protective

measures, rights and obligations of both parties, and shall also

supervise the performance of the third party in processing

personal customer information, to ensure no deviation from the

agreed processing purpose and method. If the entrustment

contract is invalid, ineffective, cancelled or terminated, the

entrusted party shall return the personal customer information to

the entrusting party or delete it, and may not retain it.

如果得知或者发现第三方未按照委托合同要求处理个

人客户信息，或未能有效履行个人客户信息安全保护责任
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的，应立即要求其停止相关行为，并采取有效补救措施

（如更改口令、回收权限、断开网络连接等）控制或消除

个人客户信息面临的安全风险。必要时应终止与第三方的

业务关系，并要求其及时删除从本行获得的个人客户信息。

If it is known or found that the third party fails to process the

personal customer information in accordance with the

requirements of the entrustment contract, or fails to effectively

fulfill the responsibility of personal customer information

protection, the Bank shall immediately require the third party to

stop relevant actions, and take effective remedial measures (such

as changing passwords, revoking permissions, and

disconnecting network connections) to control or eliminate the

security risks faced by the personal customer information. When

necessary, the Bank shall terminate the business relationship

with the third party and require the third party to delete the

personal customer information obtained from the Bank in a

timely manner.

（三） 监督第三方保护个人客户信息

(III) Supervise Third Parties' Protection of Personal

Customer Information

1. 针对处理敏感个人客户信息、利用个人客户信息进

行自动化决策、委托处理个人客户信息、向第三方提供个

人客户信息、公开个人客户信息、向境外提供个人客户信

息以及其他对个人客户权益有重大影响的个人信息处理活
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动，各级行、各部门应当开展事前个人信息保护影响评估。

评估内容包括但不限于个人信息的处理目的、处理方式等

是否合法、正当、必要，对个人权益的影响及安全风险，

所采取的保护措施是否合法、有效并与风险程度相适应等。

个人信息保护影响评估报告和处理情况记录应当至少保存

三年。

1. For personal information processing activities that have

a significant impact on the rights and interests of personal

customers, such as processing sensitive personal customer

information, making automated decisions using personal

customer information, entrusting the processing of personal

customer information, providing personal customer information

to third parties, disclosing personal customer information, and

providing personal customer information to overseas parties,

entities at all levels and departments shall carry out pre-

processing personal information protection impact assessment.

The assessment should include but is not limited to the legality,

legitimacy and necessity of the purpose and method of personal

information processing, the impact on personal rights and

interests and security risks, and the legality, legitimacy and

compatibility with the degree of risk of the protective measures

taken. Personal information protection impact assessment

reports and processing records shall be kept for at least three

years.
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2. 涉及对外合作（含外包业务）的部门应将合作方保

密责任的履行情况纳入监督检查范围，确保合作方信息安

全管理措施执行到位，发现问题的应督促其及时有效整改。

2. Departments involved in external cooperation (including

outsourcing business) shall incorporate the performance of

confidentiality responsibilities of partners into the scope of

supervision and inspection, ensure the implementation of

information security management measures by partners, and

urge them to rectify issues identified in a timely and effective

manner.

（四） 除法定情形或已依法获取授权外不对外提供客

户信息

(IV) Provide Customer Information to External Parties

Only under Statutory Circumstances or with Authorization

Obtained in Accordance with the Law

1. 向本行以外的其他机构或个人等第三方提供客户信

息，但为客户办理相关业务所必需并经客户本人书面授权

或单独同意的，以及法律法规和监管部门另有规定的除外。

1. The Bank shall not provide customer information to third

parties such as external institutions or individuals, except when

it is necessary for handling the customer's business transactions

and has been authorized in writing or separately agreed upon by

the customer, or when there are other provisions in laws,

regulations and supervisory requirements.
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2. 本行对公客户信息原则上不包括公开渠道查询的信

息，法律法规另有规定或合同另有约定的除外。当公开信

息存在包括但不限于通过非法渠道被公开、侵害客户重大

利益、被客户明确拒绝他人使用等情形时，相关信息按照

非公开信息管理。

2. In principle, the Bank's corporate customer information

does not include information obtained through public channels,

unless otherwise stipulated by laws and regulations or otherwise

agreed in the contract. When publicly available information

involves scenarios such as being disclosed through illegal

channels, infringing on the significant interests of customers, or

being explicitly refused for use by the customer, such

information shall be managed as non-public information.

3. 个人信息原则上不得公开披露，除根据法律法规规

定或监管要求需公开披露个人客户信息，或事先获得个人

客户明示同意或授权的情况。

3. In principle, personal information shall not be publicly

disclosed, except when required by laws and regulations or

supervisory requirements, or prior explicit consent or

authorization have been obtained from the personal customer.
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十、客户对其个人信息控制的权利

X. Customer's Right to Control its Personal

Information

（一） 查阅权

(I) Right to Access

个人客户有权向本行查阅、复制其个人信息，本行各

级机构应当及时提供，但法律、行政法规规定应当保密或

者不需要告知的情形除外。个人客户发现其个人信息不准

确或者不完整的，有权请求本行更正、补充。本行各级机

构应当对其个人信息予以核实，并及时更正、补充。个人

客户死亡的，其近亲属为了自身的合法、正当利益，可以

对死者的相关个人信息行使查阅、复制、更正、删除等权

利，死者生前另有安排的除外。个人客户要求将其个人信

息转移至其指定的个人信息处理者，符合国家网信部门规

定条件的，本行负责提供转移的途径。

Personal customers have the right to access and copy their

personal information from the Bank, and entities at all levels of

the Bank shall provide such information in a timely manner,

except for circumstances where laws and administrative

regulations require confidentiality or do not require disclosure.

Where a personal customer finds their personal information is

inaccurate or incomplete, they have the right to request the Bank

to correct or supplement it. The Bank's entities at all levels shall

verify their personal information obtained, correct and
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supplement it in a timely manner. In the event of the death of a

personal customer, their close relatives may, for their own

legitimate and proper interests, exercise the rights of viewing,

copying, correcting, and deleting the relevant personal

information of the deceased, unless the deceased had made other

arrangements before their death. Where a personal customer

requests to transfer their personal information to a designated

personal information processor, and the conditions specified by

the national cyberspace administration are met, the Bank shall

be responsible for providing the means for transfer.

（二） 更正权

(II) Right to Rectification

客户可通过网银、掌上银行等渠道自行修改、更新个

人信息，还可以通过本行网点、客服热线（95599）等渠道

提出修改申请。

Customers can modify and update their personal

information through online banking, and mobile banking app, or

submit modification requests through the Bank's business outlets

and the customer service hotline (95599).

（三） 删除权

(III) Right to Delete

个人客户信息管理系统是本行统一管理和存储个人客

户基础信息的核心系统，并向本行各系统提供个人客户基

础信息的各类服务：具体包括查询使用、存储、修改、删
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除备份等。

The personal customer information management system is

the core system of the Bank for the centralized management and

storage of basic personal customer information, which provides

various services for the Bank's systems on basic personal

customer information, including query and usage, storage,

modification, deletion and backup.

删除个人客户信息管理系统的信息。客户在具备信息

删除权限的系统或渠道要求删除其部分个人客户信息要素，

相关系统或渠道主管部门需在明确告知信息删除的影响后

予以响应。如所需删除信息为反洗钱等法律、行政法规要

求金融机构必须留存或办理已有业务所必须，暂时无法删

除的，需向客户明确告知。

To delete information from the personal customer

information management system: When a customer requests to

delete some personal customer information elements in a system

or channel with information deletion authority, the relevant

system or channel's responsible department shall respond after

clearly informing the customer of the impact of the deletion. If

the information to be deleted is required by laws and

administrative regulations such as anti-money laundering to be

retained by financial institutions or is necessary for ongoing

business transactions, and cannot be deleted for the time being,

this shall be clearly communicated to the customer.
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如客户在具备信息删除权限的系统或渠道要求删除其

在本行留存的全部信息，相关系统或渠道主管部门应在客

户注销其在本行办理的所有产品合约和关系后给予响应。

如反洗钱等法律、行政法规有明确保存期限的，应明确告

知客户，并在满足保持期限后予以删除，延迟删除的信息

应符合最小必要原则，其余信息可及时删除。

If customers request to delete all their information retained

by the Bank through a system or channel with information

deletion authority, the system or channel's responsible

department shall respond after the customers cancel all product

contracts and relationships with the Bank. If there are specific

retention periods required by laws, administrative regulations

(such as anti-money laundering regulations), these should be

clearly communicated to the customer, and the information shall

be deleted upon the expiration of the retention period. The

information delayed in deletion shall conform to the principle of

minimum necessity, and other information can be deleted

promptly.

保存期限届满后，个人客户信息管理系统发起个人客

户信息内部删除清理，法律、行政法规另有规定的除外。

After the expiration of the retention period, the personal

customer information management system initiates the internal

deletion and cleaning of personal customer information, unless

otherwise stipulated by laws and administrative regulations.
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（四） 同意撤回权

(IV) Right to Withdrawal of Consent

个人客户撤回其处理个人信息相关同意的，应当提供

便捷的撤回同意的方式，包括网点柜台或客户服务电话申

请撤回、掌上银行或网上银行操作撤回等。不得以个人客

户不同意处理其个人信息或者撤回同意为由，拒绝提供产

品或者服务，但处理个人信息属于提供产品或者服务所必

需的除外。

Where a personal customer withdraws their consent related

to the processing of personal information, the Bank shall

provide convenient methods for withdrawing their consent,

including application at an outlet counter, through customer

service hotline, or via mobile banking or online banking. to the

Bank shall not refuse to provide products or services because a

personal customer does not agree with the processing of their

personal information or withdraws their consent, except where

the processing of personal information is necessary for the

provision of products or services.
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本行将根据国家政策、监管要求、行业发展和内部情

况，对相关政策适时进行修订更新。

Agricultural Bank of China will periodically revise or

update relevant policies based on national policies, regulatory

requirements, industry development and internal operational

needs.
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